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[Ipoxypop pasbsicHsIeT

IIpoTuBOACHCTBHE KHOEPNPECTYNHOCTH

KiOeprpecTyHOCTh — 3T0 NpecTyNHas [AesTebHOCTh, B PaMKax KOTOPOH
HCTIONB3YIOTCS JTHOO aTakyloTCs KOMITBIOTEp, KOMIIBIOTEpHasd CETh MK CETCBOC
ycTpoHCTBO. bonpmmHCcTBO KHOepaTak coBeplIaeTCs KAOeprpecTyMHHKaMH  HITA
XaKepami C LeNbio ToayueHus (uHaHcoBoi mpubsutd. OmHAKO LENbI0 KHOeparak
MOXeT OBITH M BBIBEJCHHE KOMIIBIOTEPOB MM CEeTed M3 CTpOs — M3 JIATHBIX HIIH
NOJMTHYECKHX MOTHBOB.

KubeprnipecTyruieHHsi COBEpIIAIOT YacTHbIE JIAIA W OpraHMsalud — OT
HAYMHAIOMIMX XaKepoB JIO CJIaKEHHBIX TIPYIIIMPOBOK, KOTOpBIE HCIOIB3YIOT
IPOJBHHYTHIE METOIUKHI U XOPOIIIO MOJAKOBAHBI TEXHUYECKH.

s mpUMepa  MOXHO IPUBECTH HEKOTOphIE Pa3HOBHAHOCTH
kubepnpecTyIeHu:

MOIIIEHHMYECTBO C UCIOIB30BAHUEM IEKTPOHHOM IIOYTHI M HHTEPHETA;

kpaka IGPoBOH JTMYHOCTH (XUIIECHHE ¥ HCIIO/IB30BAHME JIMYHBIX JaHHbIX);

KpaXa JIaHHBIX IUIATE)KHBIX KapT U Apyro# ¢puHancoBoi HHbOpMaLMK;

XWIIEHNE U Iepenpoia)a KOPIOopaTUBHbIX JaHHBIX,

kubepmanTax (BBIMOraTeNIbCTBO JIEHET MO YIPO30H aTakm);

aTtaky ¢ WCIOJb30BaHHeM MporpaMM-BbIMoraTeNed (oXHa W3 pasHOBHIHOCTEH
xubepiuanTaxa);

KPHUIITO/DKEKHUHT (MAHHMHT KPHIITOBAIOT C HCIIONIB30BAHHEM 9YXKHX PECYPCOB);

KHOEpIITHOHAX (nony4denue HECAHKI{HOHHPOBAHHOI'O ooCTyIa K
rocy1apCTBEHHBIM WIH KOPIOPATHBHEIM AAHHBIM);

HapynieHue paboThl CHCTEM C HEJIBI0 KOMIIPOMETAI[HH CeTH;

HapylieHue aBTOPCKHX MpaBs;

HE3aKOHHOE NPOBE/IeHHE a3apTHRIX UI'D;

OHJIZH-TOPrOBIIA 3aIPENIeHHBIMH TOBAPAMM;

JAOMOTaTeIheTBA, H3NOTOBICHHE MM XPaHeHHe AeTCKONH NMopHOrpaguu;

Hna  GonpuiMHCTBA — mpecTyIUieHHH,  coBepIlaeMbIX B
KOMIIBIOTEPHBIX CETAX, XaPaKTePHEI caeaylouHe 0co0eHHOCTH:

1) TloBbimieHHas CKPBITHOCTE COBEPIIGHHs NPECTYIUIeHWs, obecrieduBaemast

crieuduKoii cereBoro MHGOPMALMOHHOIO MPOCTPAHCTBA (Pa3BHTHIE MEXAHH3MBI
aHOHMMHOCTH, CJIOXKHOCTh HHPPACTPyKTYpHI | T.11.).

rnobaibHBIX



» IOTEPIIEBIINI MOTYT HAXOUTHCS
Ha TEPPUTOPHAX Pa3HBIX rOCyIapCTB.

3) Ofo6a>1 IIOJITOTOBIIEHHOCTE NPECTYNHUKOB, MHTE/UTEKTYalbHBIH XapakTep
MPECTYIHON NeATeNbHOCTH.

4) Hecrannaprtaocers, CIIOXKHOCTB, MHOroofGpasue W 4YacToe OOHOBIIEHHE
crnoco0OB CoBepIIeHHs NPECTYIUIEHUH U IIPUMEHSAEMBIX CIIEIIHATBHBIX CPEICTB.

5) BosmoxxnocTs COBEpLICHHSA NMPEeCTyIUIEHUs B aBTOMATU3UPOBAHHOM peXUMe
B HECKOJIBKMX MeECTaX ONHOBpeMEHHO. Bo3MokHOCTH OOBEAMHATH OTHOCHTENBHO

cnabble pecypehl MHOTMX OTJCJIBHBIX KOMITBIOTEPOB B MOILHOE OPYJHE COBEPILICHUA
peCTYIUICHMS.

6) MHOro3MM301HbIH XapakTep IPECTYNHBIX AEHCTBHUH TPU MHOKECTBEHHOCTH
MOTEPIEBIIMX.

7) Heocsenomnennocts MOTEpPIEBIIMX © TOM, YTO OHH IIOJABEPIIIKCH
MIPECTYIMTHOMY BO3AEHCTBHIO.

Kubepnpectymnnenue Bcera moapasymeBaeT XoTs Obl OAHO U3 YKa3aHHOTO:

[IpecTynHyI0 IeATENBHOCTD C HENbIO aTaki Ha KOMITBIOTEPEI C HCIIO/IE30BAHHEM
BHUPYCOB WIIH Apyroro BpexonocHoro I10. ]

Hcnons308aHie KOMIBIOTEPOB IS COBEPIIEHHS IPYTHX MPECTYIUICHHH.

ITpumeps! kubeparak:

- aTAKM C UCIIOJIB30BaHUEM BPeJOHOCHBIX IIPOrPaMM;

- ¢ummHr (OTmpaBKa chnama (B 3JIEKTPOHHBIX TNHChMaxX HIH IO APYTHM
KaHanaM), 9T0061 OOMaHHBIM IIyTEM BBIHYIUTH IOJIb30BATENIEH CHENATh HEYTO, 9TO

ocnabut ux GezonacHOCTh. PHIIMHIOBBIC COOOLIEHUS MOTYT CO/IEPKATH 3apaXKeHHBIE
BIOJMEHWsI, CCBUIKA Ha BpEJAOHOCHBIE CaHThI

KOHGUICHIMATBHYIO HHQOPMALHIO.
- pacnpenenennbie DoS-ataku (HaleneHsl Ha BBIBOJ M3 CTPOS KakKoOH-THOO

cuctemsl WM ceTH. MiHorna muna nposenenns DDoS-arak uemons3yrores ycrpoiicTsa
10T (uuTepHeTa Belei).

Croco6bl 3alIUTE] OT KHOepIpecTy e HMiA:
- perynsapHoe obHosnenue I10 u onepanuoHHOM cucTeMEL;

- KCTIOJIB30BAHNE aHTHBHUPYCHBIX IIPOrPaMM M HX PeryJspHoe 0GHOBIICHHE;
- YCTIONB30BaHNE HaJIeXKHBIX MTapoJiei;

- IPYBBLIMKA HE OTKPBIBATh BIOXKEHHBIE DaliiIbl B MUCHMaX;

- IPUBBIYKA HE TIEPEXOAUTE 110 CCHUIKAM B CIIAM-IIHCHMAX M Ha HEJOBEPEHHBIX
Beb-caliTax;

- OCTOPOMHOCTE NIPH Nepeaade JTHYHOH HHOpMaLHu;
- of6uIeHKe 110 OUIIHAIBHEIM KaHAAM;

- BHUMATENIBHOCTE IIPH NocellieHH: BeG-caiiToB;

- perynsapHas nposepka 6aHKOBCKUX BRITTHCOK.
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